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Outline of the CourseOutline of the Course
1.1. IntroductionIntroduction
2.2. BackgroundBackground

historyhistory
past projects and applicationspast projects and applications

3.3. NetworkingNetworking
data transfer and protocolsdata transfer and protocols
communication architecturescommunication architectures

4.4. Managing dynamic shared stateManaging dynamic shared state
consistencyconsistency--throughput tradethroughput trade--
offoff
centralized information centralized information 
repositoriesrepositories
frequent state regenerationfrequent state regeneration
dead reckoningdead reckoning

5.5. System designSystem design
threadsthreads
polygon culling and levelpolygon culling and level--ofof--
detaildetail

6.6. Resource managementResource management
packet compression and packet compression and 
aggregationaggregation
areaarea--ofof--interest filteringinterest filtering
exploiting perceptual limitationsexploiting perceptual limitations

7.7. Other issuesOther issues
securitysecurity
case examplescase examples

§1 Introduction§1 Introduction
Networked Virtual Environment Networked Virtual Environment 
(NVE) ‘is(NVE) ‘is a software system in a software system in 
which multiple users interact with which multiple users interact with 
each other in realeach other in real--time, even time, even 
though those users may be located though those users may be located 
around the around the world.’world.’
——SinghalSinghal & Zyda, 1999& Zyda, 1999
Keywords:Keywords:

globalglobal
realreal--timetime
multiplemultiple
useruser
interactioninteraction

Winframe Server

Network Cable

Network Server Mainframe

Modem Home PC

Modem
Laptop

Modem

Modem

Modem

ApplicationApplication Areas for NVEsAreas for NVEs
Military and industrial team trainingMilitary and industrial team training

Collaborative design and engineeringCollaborative design and engineering

Multiplayer gamesMultiplayer games

Mobile entertainmentMobile entertainment

Virtual shopping mallsVirtual shopping malls

Online tradeshows and conferencesOnline tradeshows and conferences

Remote customer supportRemote customer support

Distance learningDistance learning

Synonyms,Synonyms, Keywords and AbbreviationsKeywords and Abbreviations
Collaborative Virtual Environment (CVE)Collaborative Virtual Environment (CVE)

ComputerComputer--Supported Supported CoCo--operativeoperative Work (CSCW)Work (CSCW)

MediaMedia--spaces, shared spacesspaces, shared spaces

Distributed Interactive Simulation (DIS)Distributed Interactive Simulation (DIS)

Distributed Virtual Environment (DVE)Distributed Virtual Environment (DVE)

Virtual Reality (Virtual Reality (VR), Virtual Environment (VE),VR), Virtual Environment (VE), Virtual Virtual 
WorldsWorlds

Augmented Augmented Reality (AR)Reality (AR)

......

Classification Classification of of 
SharedShared--SpaceSpace Technologies 1 (2)Technologies 1 (2)

Physical realityPhysical reality
resides in the local, physical resides in the local, physical 
worldworld
here and nowhere and now

TelepresenceTelepresence
a real world location remote from a real world location remote from 
the participant’s physical the participant’s physical 
locationlocation
a a remoteremote--controlledcontrolled robotrobot

Benford et al., 1998Benford et al., 1998

AugmentedAugmented
RealityReality

VirtualVirtual
RealityReality

PhysicalPhysical
RealityReality

TeleTele--
presencepresence

TransportationTransportation

ArtificialityArtificiality

locallocal remoteremote

syntheticsynthetic

physicalphysical

Classification of Classification of 
SharedShared--Space Technologies 2 (2)Space Technologies 2 (2)

Augmented realityAugmented reality
synthetic objects are overlaid on synthetic objects are overlaid on 
the local environmentthe local environment
a heada head--up display (HUD)up display (HUD)

Virtual realityVirtual reality
the participants are immersed in the participants are immersed in 
a remote, synthetic worlda remote, synthetic world
a networked virtual environment a networked virtual environment 
(NVE)(NVE)

Benford et al., 1998Benford et al., 1998

AugmentedAugmented
RealityReality

VirtualVirtual
RealityReality

PhysicalPhysical
RealityReality

TeleTele--
presencepresence

TransportationTransportation

ArtificialityArtificiality

locallocal remoteremote

syntheticsynthetic

physicalphysical
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Features of NVEs 1 (2)Features of NVEs 1 (2)
A shared sense of spaceA shared sense of space

illusion of being located in the same placeillusion of being located in the same place
same characteristics for all participantssame characteristics for all participants

time of day, weather, time of day, weather, acoustics, haptics...acoustics, haptics...

A shared sense of presenceA shared sense of presence
a participant has a virtual persona, an a participant has a virtual persona, an avataravatar

graphical presentation, body structure model, motion model, physgraphical presentation, body structure model, motion model, physical ical 
model, etcmodel, etc..

entering and leaving is visible for other participantsentering and leaving is visible for other participants
all participants all participants do notdo not have to be humanhave to be human--controlledcontrolled

Features of NVEs 2 (2)Features of NVEs 2 (2)
A shared sense of timeA shared sense of time

see see other participants’other participants’ actions when they actions when they occuroccur
enables realenables real--time interactiontime interaction

A way to communicateA way to communicate
by gesture, by typed text, by voice...by gesture, by typed text, by voice...

A way to shareA way to share
interact realistically not only with each other but also with thinteract realistically not only with each other but also with the virtual e virtual 
environment itselfenvironment itself

Basic Components of (N)VE System 1 (2)Basic Components of (N)VE System 1 (2)
Graphic engines and displaysGraphic engines and displays

the cornerstone of the NVE the cornerstone of the NVE 
useruser interfaceinterface
headhead--mounted displays (HMD)mounted displays (HMD)
Cave Automatic Virtual Cave Automatic Virtual 
EnvironmentEnvironment (CAVE)(CAVE)

Control and communication devicesControl and communication devices
keyboard, mousekeyboard, mouse
joystickjoystick
dataglovedataglove
HMDHMD
motion detectors in fullmotion detectors in full--body immersive environmentsbody immersive environments
microphonemicrophone

Basic Components of (N)VE System 2 (2)Basic Components of (N)VE System 2 (2)
Processing systemsProcessing systems

NVEs demand a considerable amount of processing capacityNVEs demand a considerable amount of processing capacity
computes the effects of the user’s actionscomputes the effects of the user’s actions
determines when to notify other usersdetermines when to notify other users
receives information from other usersreceives information from other users
controls autonomous objectscontrols autonomous objects
computes a visualization of the virtual environmentcomputes a visualization of the virtual environment

Data networkData network
exchange informationexchange information
notify about environment changesnotify about environment changes
synchronize the shared statesynchronize the shared state
communication among userscommunication among users

Challenges in Challenges in Design andDesign and Development 1 (3)Development 1 (3)
Difficult to implement correctly and effectivelyDifficult to implement correctly and effectively
Include multiple traditional software typesInclude multiple traditional software types
NVEs areNVEs are

distributed systemsdistributed systems
contend with managing network resources, data loss, network failcontend with managing network resources, data loss, network failure, ure, 
concurrencyconcurrency

graphical applicationsgraphical applications
maintain realmaintain real--time display frame ratetime display frame rate
allocate the CPU among several tasksallocate the CPU among several tasks

interactive applicationsinteractive applications
process realprocess real--time inputtime input
users should see the virtual environment as if it exists locallyusers should see the virtual environment as if it exists locally

Challenges in Challenges in Design andDesign and Development 2 (3)Development 2 (3)
NVEsNVEs must work with other applicationsmust work with other applications

typicallytypically integrate with database systemsintegrate with database systems
needneed to support user authentication and may interact with commerce to support user authentication and may interact with commerce 
and other transaction systemsand other transaction systems
toto support reproducible systems,support reproducible systems, mustmust be able to log events in realbe able to log events in real--time time 
to a persistent to a persistent storagestorage

thethe complete state of the NVE may not be known at any single hostcomplete state of the NVE may not be known at any single host

Optimizing one element of Optimizing one element of 
thethe NVE isNVE is hazardoushazardous
Consider as a unified systemConsider as a unified system
NVE development is a difficult NVE development is a difficult 
balancing actbalancing act of of tradetrade--offsoffs
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Challenges in Design Challenges in Design andand Development 3 (3)Development 3 (3)
Balancing ofBalancing of

i.i. Network bandwidthNetwork bandwidth

ii.ii. HeterogeneityHeterogeneity

iii.iii. Distributed interactionDistributed interaction

iv.iv. RealReal--time system design and resource managementtime system design and resource management

v.v. Failure managementFailure management

vi.vi. ScalabilityScalability

vii.vii. Deployment and configurationDeployment and configuration

i.i. Network BandwidthNetwork Bandwidth

Amount of desired information variesAmount of desired information varies

Amount of users variesAmount of users varies

How to allocate a limited network How to allocate a limited network capacity?capacity?

ii.ii. HeterogeneityHeterogeneity
UsersUsers do not have equipment with do not have equipment with the samethe same qualityquality
Whether to expose or hide the differences between participantsWhether to expose or hide the differences between participants

connection speed, processing capacity,…connection speed, processing capacity,…

Hide by reducing the system to Hide by reducing the system to thethe lowest common lowest common 
denominatordenominator

a singlea single ‘bad’‘bad’ participant causes problems for participant causes problems for everybody elseeverybody else

Take Take a fulla full advance of advance of the availablethe available resourcesresources
user receive different levels of informationuser receive different levels of information
fair play?fair play?

Graphical display, computational, and audio capabilitiesGraphical display, computational, and audio capabilities

iii.iii. Distributed InteractionDistributed Interaction
One of the defining qualities of One of the defining qualities of anan NVE systemNVE system
NVE system must NVE system must provideprovide each user with the illusion thateach user with the illusion that

the entire environment is located on the local the entire environment is located on the local machinemachine
the actions of the users have a direct and immediate impact on tthe actions of the users have a direct and immediate impact on the he 
environmentenvironment

Difficult because of the Difficult because of the messaging requiredmessaging required
Each host attempts to Each host attempts to 

present a consistent realpresent a consistent real--time time viewview
copecope with outwith out--ofof--date informationdate information

Problems when multiple users or components interactProblems when multiple users or components interact
collision collision detection,detection, agreement, and agreement, and resolution among participantsresolution among participants

iv.iv. RealReal--time System time System Design andDesign and
ResourceResource ManagementManagement

RealReal--time interaction defines the process and thread time interaction defines the process and thread 
architecturearchitecture

many tasks many tasks havehave hard realhard real--timetime constraintsconstraints

Support quick detection and processing of user actionSupport quick detection and processing of user action
graphical image generation at fixed rategraphical image generation at fixed rate
network packets arrive asynchronously, process them soonnetwork packets arrive asynchronously, process them soon
perform physics perform physics modellingmodelling and collision detectionand collision detection

Everything in a single thread, use roundEverything in a single thread, use round--robinrobin
Segment into multiple threads, balance themSegment into multiple threads, balance them

shared data structures on each hostshared data structures on each host
shared locksshared locks

v.v. Failure ManagementFailure Management
One or more of the connected hosts One or more of the connected hosts 
cancan crash at any timecrash at any time
Network connections Network connections cancan failfail

Categories of failure handling:Categories of failure handling:
1.1. System stopSystem stop

entire NVE terminates due to entire NVE terminates due to a missinga missing resourceresource
2.2. System closureSystem closure

no impact no impact onon the existingthe existing users but new users but new onesones are unable to loginare unable to login
3.3. System hindranceSystem hindrance

a required service becomes unvaible; degradesa required service becomes unvaible; degrades the experiencethe experience
4.4. System continuanceSystem continuance

a nona non--critical service becomes unavailable; nocritical service becomes unavailable; no noticeable noticeable effecteffect



Special Course on Networked Virtual 
Environments

January 22, 2004

Jouni Smed 5

vi.vi. ScalabilityScalability
Can be measured Can be measured withwith the number of entities that may the number of entities that may 
simultaneously participate in the systemsimultaneously participate in the system

may include humanmay include human-- and computerand computer--controlled vehicles, controlled vehicles, a terraina terrain, and , and 
even logical objectseven logical objects

Also, Also, the numberthe number of hosts, of hosts, and physicaland physical distance between distance between the the 
hostshosts
Depends on Depends on a varietya variety of factorsof factors

network capacity, processor capabilities, rendering speeds,…network capacity, processor capabilities, rendering speeds,…

The complexity of an NVE increases exponentially with the The complexity of an NVE increases exponentially with the 
number of entities because of the number possible interactions number of entities because of the number possible interactions 
between thembetween them
ExpensiveExpensive to achieve because it requires enhancements to to achieve because it requires enhancements to 
virtually all aspects virtually all aspects ofof the NVE the NVE systemsystem

vii.vii. DeploymentDeployment and Configurationand Configuration
Deploying the software to participantsDeploying the software to participants

ifif the software is large, it is inappropriate for downloadingthe software is large, it is inappropriate for downloading
aa small core library with dynamically downloaded componentssmall core library with dynamically downloaded components

Implications to Implications to the softwarethe software design, implementation language, design, implementation language, 
and supported platformsand supported platforms
In the case of web In the case of web browsers or lightbrowsers or light--weight platforms,weight platforms, ensure ensure 
that the enviromentthat the enviroment

can becan be easily downloadedeasily downloaded
conformsconforms the security boundsthe security bounds
executes and displays correctly across different platformsexecutes and displays correctly across different platforms

Participants need an access to the configuration informationParticipants need an access to the configuration information
network addresses, encryption keys, access codes, images, network addresses, encryption keys, access codes, images, 
computational modes,...computational modes,...

§2 Background§2 Background
Department of Defense (Department of Defense (DoDDoD))

SIMNETSIMNET
Distributed Interactive Simulation (Distributed Interactive Simulation (DIS)DIS)
HighHigh--Level Architecture (HLA)Level Architecture (HLA)

AcademicAcademic NVEsNVEs
NPSNETNPSNET
PARADISEPARADISE
DIVEDIVE
BrickNetBrickNet
other academic projectsother academic projects

Networked games and demosNetworked games and demos
SGI SGI FlightFlight and and DogfightDogfight
DoomDoom
other multiplayer gamesother multiplayer games

History and EvolutionHistory and Evolution

19801980 19901990 20002000
SIMNETSIMNET DISDIS HLAHLA

DVEDVE CVECVE
DIVE, Spline, MASSIVE, CovenDIVE, Spline, MASSIVE, Coven

NPSNET, STOWNPSNET, STOW

MilitaryMilitary

AcademicAcademic

EntertainmentEntertainment
AmazeAmaze

RB2RB2

DoomDoomMUDMUD Battle.netBattle.net
Ultima OnlineUltima Online

Air WarriorAir Warrior

Network Software Architecture (NSA)Network Software Architecture (NSA)
NSA includes the inseparableNSA includes the inseparable issues of issues of 

whatwhat network protocol is used network protocol is used for the system andfor the system and

whatwhat software architecture supports that protocol, software architecture supports that protocol, 

withinwithin the confines of the available bandwidth and processor the confines of the available bandwidth and processor 

capacity.capacity.

Important to solve Important to solve bothboth problems at problems at once!once!

U.S. DepartmentU.S. Department of of Defense (DoD)Defense (DoD)
The largestThe largest developer of NVEs for use as simulation systemsdeveloper of NVEs for use as simulation systems

one of the first to develop NVEs with its SIMNET systemone of the first to develop NVEs with its SIMNET system
the first to do work on largethe first to do work on large--scale NVEsscale NVEs

SIMNET (simulator networking)SIMNET (simulator networking)
begun 1983, delivered 1990begun 1983, delivered 1990
a distributed military virtual environment developed for DARPA a distributed military virtual environment developed for DARPA 
(Defense Advanced Research Projects Agency)(Defense Advanced Research Projects Agency)
develop a develop a ‘low‘low--cost’cost’ NVE for training small units (tanks, NVE for training small units (tanks, 
helicopters,…) to fight as a teamhelicopters,…) to fight as a team


