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Types of uncertaintyTypes of uncertainty

probabilistic uncertaintyprobabilistic uncertainty
probability of an outcomeprobability of an outcome
dice, shuffled cardsdice, shuffled cards
statistical reasoningstatistical reasoning

Bayesian networks, DempsterBayesian networks, Dempster--Shafer theoryShafer theory

possibilistic uncertaintypossibilistic uncertainty
possibility of classifying objectpossibility of classifying object
soritessorites paradoxesparadoxes
fuzzy setsfuzzy sets
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Bayes’ theoremBayes’ theorem

hypothesis hypothesis HH
evidence evidence EE
probability of the hypothesis probability of the hypothesis PP((HH))
probability of the evidence probability of the evidence PP((EE))
probability of the hypothesis based on the probability of the hypothesis based on the 
evidenceevidence
PP((HH||EE) = () = (PP((EE||HH) ) · · PP((HH)) / )) / PP((EE))
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ExampleExample

HH —— there is a bug in the codethere is a bug in the code
EE —— a bug is detected in the testa bug is detected in the test
EE||HH —— a bug is detected in the test given that a bug is detected in the test given that 
there is a bug in the codethere is a bug in the code
HH||EE —— there is a bug in the code given that a there is a bug in the code given that a 
bug is detected in the testbug is detected in the test
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Example (cont’d)Example (cont’d)

PP((HH) = 0.10) = 0.10
PP((EE||HH) = 0.90) = 0.90
PP((EE||¬¬HH) = 0.10) = 0.10
PP((EE) = ) = PP((EE||HH) ) · · PP((HH) + ) + PP((EE|¬|¬HH) · ) · PP(¬(¬HH) ) 
= 0.18= 0.18
from Bayes’ theorem:from Bayes’ theorem:
PP((HH||EE) = 0.5) = 0.5
conclusion: a detected bug has fiftyconclusion: a detected bug has fifty--fifty chance fifty chance 
that it is not in the actual codethat it is not in the actual code
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Bayesian networksBayesian networks

describe causedescribe cause--andand--effect relationships with a effect relationships with a 
directed graphdirected graph

vertices = propositions or variablesvertices = propositions or variables
edges = dependencies as probabilitiesedges = dependencies as probabilities

propagation of the probabilitiespropagation of the probabilities
problems: problems: 

relationships between the evidence and hypotheses relationships between the evidence and hypotheses 
are knownare known
establishing and updating the probabilitiesestablishing and updating the probabilities
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DempsterDempster--Shafer theoryShafer theory

belief about a proposition as an intervalbelief about a proposition as an interval
[ belief, plausability ] [ belief, plausability ] ⊆⊆ [ 0, 1][ 0, 1]

belief supporting belief supporting AA: Bel(: Bel(AA) ) 
plausability of plausability of AA: Pl(: Pl(AA) = 1 ) = 1 −− Bel(Bel(¬¬AA))
Bel(intruder) = 0.3, Pl(intruder) = 0.8Bel(intruder) = 0.3, Pl(intruder) = 0.8

Bel(no intruder) = 0.2Bel(no intruder) = 0.2
0.5 of the probability range0.5 of the probability range
is indeterminateis indeterminate
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Belief intervalBelief interval

00 11Bel(Bel(AA)) Pl(Pl(AA))

Belief Uncertainty Non-belief

Plausability

Doubt
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Fuzzy setsFuzzy sets

element element xx has a membership in the set has a membership in the set AA
defined by a membership function defined by a membership function µµAA((xx))

not in the set: not in the set: µµAA((xx) = 0) = 0
fully in the set: fully in the set: µµAA((xx) = 1) = 1
partially in the set: 0 < partially in the set: 0 < µµAA((xx) < 1) < 1
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Membership functionMembership function
µµ

11

UU
00

AA
µµAA((xx))

x
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Fuzzy operationsFuzzy operations

union: union: µµCC((xx) = max{) = max{µµAA((xx), ), µµBB((xx)})}
intersection: intersection: µµCC((xx) = min{) = min{µµAA((xx), ), µµBB((xx)})}
complement: complement: µµCC((xx) = 1 − ) = 1 − µµAA((xx))

note: operations can be defined differentlynote: operations can be defined differently
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Fuzzy operations (cont’d)Fuzzy operations (cont’d)

UU

µµ
11

00

AA BB

AA ∪∪ BB

AA ∩∩ BB

A
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Uses for fuzzy setsUses for fuzzy sets

approximate reasoningapproximate reasoning
fuzzy constraint satisfaction problemfuzzy constraint satisfaction problem
fuzzy numbersfuzzy numbers
almost any ‘crisp’ method can be fuzzified!almost any ‘crisp’ method can be fuzzified!
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