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§9.5 Synchronized Simulation§9.5 Synchronized Simulation
used in used in Age of EmpiresAge of Empires (1997)(1997)
command categories:command categories:

deterministic: computerdeterministic: computer
indeterministic: humanindeterministic: human

distribute the indeterministic distribute the indeterministic 
commands onlycommands only
deterministic commands are derived deterministic commands are derived 
from pseudofrom pseudo--random numbers random numbers 
→ distribute the seed value only → distribute the seed value only 
consistency checks and recovery consistency checks and recovery 
mechanismsmechanisms

Synchronized Simulation in Synchronized Simulation in Age of EmpiresAge of Empires
Age of EmpiresAge of Empires game series by game series by 
Ensemble StudiosEnsemble Studios
RealReal--time strategy (RTS) gametime strategy (RTS) game
Max 8 players, each can have up Max 8 players, each can have up 
to 200 moving unitsto 200 moving units
⇒⇒ 1600 moving units1600 moving units
⇒⇒ largelarge--scale simulationscale simulation
Rough breakdown of the Rough breakdown of the 
processing tasks:processing tasks:

30% graphic rendering30% graphic rendering
30% AI and path30% AI and path--findingfinding
30% running the simulation and 30% running the simulation and 
maintenancemaintenance

Synchronized (or Simultaneous)Synchronized (or Simultaneous) SimulationSimulation
Large simulation Large simulation ⇒⇒ a lot of data a lot of data 
to be transmittedto be transmitted

TradeTrade--off: computation vs. off: computation vs. 
communicationcommunication

‘If‘If you have more updating data you have more updating data 
than you can move on the than you can move on the 
network, the only real option is network, the only real option is 
to generate the data on each to generate the data on each 
client’client’

Run the Run the exactexact same simulation in same simulation in 
each clienteach client

Handling IndeterminismHandling Indeterminism
‘‘Indeterministic’ events are either Indeterministic’ events are either 

predictable (computers) orpredictable (computers) or
unpredictable (humans)unpredictable (humans)

Only the unpredictable events Only the unpredictable events 
have to be transmitted have to be transmitted 
⇒⇒ communicationcommunication

apply an identical set of apply an identical set of 
commands that were issued at the commands that were issued at the 
same timesame time

The predictable events can be The predictable events can be 
calculated locally on each client calculated locally on each client 
⇒⇒ computationcomputation

PseudoPseudo--random numbers are random numbers are 
deterministicdeterministic
All clients use the same seed for All clients use the same seed for 
their random number generatortheir random number generator

disseminate the seeddisseminate the seed

Random numberRandom numberSeedSeed

NextNext

Pseudo-random number generator

Communication TurnsCommunication Turns

32003200 34003400 36003600 38003800 40004000 TimeTime
(ms)(ms)

aa bb cc dd ee ff gg

100100 101101 102102 103103Turn:Turn:

ExecuteExecute
commandscommands

ExecuteExecute
commandscommands

ExecuteExecute
commandscommands

ExecuteExecute
commandscommands

cc dd ee ffaa bb

Division of the Communication TurnDivision of the Communication Turn

Frame Frame FrameProcess all messages

Communications turn   (200 msec) - scaled to 'round-trip ping' time estimates

50 msec
Frame - scaled to rendering speed

50 msec 50 msec 50 msec 20 fps

Single communication turnSingle communication turn

High Internet latency with normal machine performanceHigh Internet latency with normal machine performance

Poor machine performance with normal latencyPoor machine performance with normal latency
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FeaturesFeatures
Guaranteed delivery using UDPGuaranteed delivery using UDP

messagemessage packet:packet:
execution turnexecution turn

sequence numbersequence number

ifif messages messages areare received out of received out of 
order, order, send immediatelysend immediately a a resendresend
requestrequest

ifif acknowledgement acknowledgement arrivesarrives late,late,
resend resend the messagethe message

Hidden benefitsHidden benefits
clients are hard to hackclients are hard to hack
any simulation running any simulation running 
differently is outdifferently is out--ofof--syncsync

Hidden problemsHidden problems
programming is demandingprogramming is demanding
outout--ofof--sync errorssync errors
checksums for everythingchecksums for everything

50 Gb message logs50 Gb message logs

Lessons LearnedLessons Learned
Players can tolerate a highPlayers can tolerate a high latencylatency as long as it remainsas long as it remains constantconstant

for an RTS game, even 250for an RTS game, even 250––500 ms latencies are still playable 500 ms latencies are still playable 

Jitter (the varianceJitter (the variance of the of the latency) islatency) is a biggera bigger problemproblem
consistent slow response is better than alternating between fastconsistent slow response is better than alternating between fast and slowand slow

Studying player behaviour helps to identify problematic situatioStudying player behaviour helps to identify problematic situationsns
hectic situations (like battles) cause spikes in the network trahectic situations (like battles) cause spikes in the network trafficffic

Measuring the communicationMeasuring the communication system early on helps the developmentsystem early on helps the development
identify bottlenecks and slowdownsidentify bottlenecks and slowdowns

EducatingEducating programmers programmers to work onto work on multiplayer multiplayer environmentsenvironments

§9.6 Area§9.6 Area--ofof--Interest FilteringInterest Filtering
AreaArea--ofof--interest interest filtersfilters

each host provides explicit data filterseach host provides explicit data filters
filters define the interest in datafilters define the interest in data

MulticastingMulticasting
use existing routing protocols to restrict the flow of datause existing routing protocols to restrict the flow of data
divide the entities or the region into multicast groups divide the entities or the region into multicast groups 

SubscriptionSubscription--based aggregationbased aggregation
group available data into finegroup available data into fine--grained ‘channels’ grained ‘channels’ 
hosts subscribe the appropriate channelshosts subscribe the appropriate channels

Why to DoWhy to Do Data Flow Data Flow Restriction?Restriction?
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‘‘Enemy
Enemy sighted!’
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Awareness and the Spatial Model of InteractionAwareness and the Spatial Model of Interaction

Key concepts:Key concepts:
mediummedium: communication type: communication type
auraaura: subspace in which : subspace in which 
interaction can occurinteraction can occur
awarenessawareness: quantifies one object’s : quantifies one object’s 
significance to another object (in a significance to another object (in a 
particular medium)particular medium)

focusfocus: represents an observing : represents an observing 
object’s interestobject’s interest
nimbusnimbus: represents an observed : represents an observed 
object’s wish to be seenobject’s wish to be seen
adaptersadapters: can modify an object’s : can modify an object’s 
auras, foci, and nimbiauras, foci, and nimbi

User’s User’s 
video auravideo aura

Television’s Television’s 
video auravideo aura

Television’s video nimbusTelevision’s video nimbus
User’s videoUser’s video

focusfocus

NimbusNimbus--Focus Information ModelFocus Information Model
Nimbus: entity data should only Nimbus: entity data should only 
be made available to entities be made available to entities 
capable of perceiving that capable of perceiving that 
informationinformation
Focus: each entity is only Focus: each entity is only 
interested in information from a interested in information from a 
subset of entitiessubset of entities
Ideally, all information is Ideally, all information is 
processed individually and processed individually and 
delivered only to entities delivered only to entities 
observing itobserving it

what about scaling up?what about scaling up?
processing resoucesprocessing resouces
each packet has a custom set of each packet has a custom set of 
destination entities destination entities ⇒⇒ hard to hard to 
utilize multicastingutilize multicasting

⇒⇒ Approximate the pure nimbusApproximate the pure nimbus--
focus modelfocus model
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AreaArea--ofof--Interest Filtering SubscriptionsInterest Filtering Subscriptions
NodesNodes transmittransmit information to a set of subscription managers information to a set of subscription managers 
(or(or areaarea--ofof--interest interest managersmanagers, filtering servers), filtering servers)
Managers receive subscription descriptions from Managers receive subscription descriptions from the the 
participatingparticipating nodesnodes
For each piece of data, the managers determine which of the For each piece of data, the managers determine which of the 
subscription subscription requestsrequests are satisfied and disseminate the are satisfied and disseminate the 
information to the corresponding subscribing information to the corresponding subscribing nodesnodes
AOI filtering:AOI filtering:

restrictedrestricted form of the pure nimbusform of the pure nimbus--focus focus modelmodel
ignores nimbus specificationsignores nimbus specifications

subscriptionsubscription descriptions specify the entity’s focusdescriptions specify the entity’s focus
reduces the processing requirements of the pure modelreduces the processing requirements of the pure model

Subscription Interest LanguageSubscription Interest Language
Allows the nodes to expess Allows the nodes to expess 
formally their interests in the game formally their interests in the game 
worldworld
Subscription description can be Subscription description can be 
arbitrarily complexarbitrarily complex

a sequence of filters or assertions a sequence of filters or assertions 
based on the values of packet based on the values of packet 
fieldsfields
Boolean operatorsBoolean operators
programmable functionsprogrammable functions

(OR (OR 
(EQ TYPE (EQ TYPE "Tank")"Tank")
(AND (AND 

(EQ TYPE (EQ TYPE "Truck")"Truck")
(GT LOCATION(GT LOCATION--X 50)X 50)
(LTE LOCATION(LTE LOCATION--X 75)X 75)
(GT LOCATION(GT LOCATION--Y 83)Y 83)
(LTE LOCATION(LTE LOCATION--Y 94)Y 94)
(EQ PACKET(EQ PACKET--CLASS INFRARED)))CLASS INFRARED)))

WhenWhen to Use Customizedto Use Customized Information Information Flows?Flows?
1.1. Nodes cannotNodes cannot afford the cost of receiving and processing afford the cost of receiving and processing 

unnecessary unnecessary messagesmessages
2.2. Nodes are connected over an extremelyNodes are connected over an extremely lowlow--bandwidth bandwidth 

networknetwork
3.3. MulticastMulticast or broadcast protocols are not availableor broadcast protocols are not available
4.4. ClientClient subscription patterns change rapidlysubscription patterns change rapidly
5.5. NoNo a priori categorizations of a priori categorizations of datadata

Problem when a large number of hosts are interested in the Problem when a large number of hosts are interested in the 
same same piece of informationpiece of information

customized datacustomized data streamsstreams ⇒⇒ unicast unicast ⇒⇒ the same datathe same data travels multiple travels multiple 
times over the same networktimes over the same network

Intrinsic and Extrinsic FilteringIntrinsic and Extrinsic Filtering

NetworkNetwork
HeaderHeader

ApplicationApplication
DataData

Intrinsic filteringIntrinsic filtering
The filter must inspect the The filter must inspect the 
application contentapplication content
Can dynamically partition data Can dynamically partition data 
based on finebased on fine--grained entity grained entity 
interestsinterests

Extrinsic filteringExtrinsic filtering
Filters packets based on network Filters packets based on network 
propertiesproperties
Implementation efficientImplementation efficient
Filtering cannot be as Filtering cannot be as 
sophisticatedsophisticated

MulticastingMulticasting
Transmit Transmit a packeta packet to to a multicasta multicast group (multicast address)group (multicast address)
Packets are delivered to Packets are delivered to nodesnodes who have subscribed to the multicast groupwho have subscribed to the multicast group
ExplicitExplicit subscriptionsubscription (join group)(join group) and and unsubscriptionunsubscription (leave group)(leave group)
A A nodenode can subscribe to multiple groups simultaneouslycan subscribe to multiple groups simultaneously
TransmissionTransmission to a group does not require subscriptionto a group does not require subscription
Challenge: hChallenge: howow to partition the available data among a set of multicast to partition the available data among a set of multicast 
groups?groups?
Each multicast group should deliver a set of related informationEach multicast group should deliver a set of related information
Worst case: Worst case: eacheach nodenode is interested in a small subset of information from is interested in a small subset of information from 
every group every group ⇒⇒ must subscribe to every multicast address must subscribe to every multicast address ⇒⇒ broadcastbroadcast
Methods:Methods:

groupgroup--perper--entity allocationentity allocation
groupgroup--perper--region allocationregion allocation

GroupGroup--perper--Entity Allocation 1 (2)Entity Allocation 1 (2)
A different multicast address to each entityA different multicast address to each entity
Each host receives information about all entities within its Each host receives information about all entities within its 
focusfocus
Subscription filter is executed locallySubscription filter is executed locally
Subscribe to the groups Subscribe to the groups which havewhich have interesting entitiesinteresting entities
Entities cannot specify their Entities cannot specify their nimbusnimbus; no ; no control overcontrol over which which 
hosts receive hosts receive the informationthe information

Example:Example: PARADISEPARADISE
eacheach entity entity subscribessubscribes to nearby entitiesto nearby entities
control directional information interestscontrol directional information interests

nearby entities that are behindnearby entities that are behind
nearby and distant entities that are in frontnearby and distant entities that are in front
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GroupGroup--perper--Entity Allocation 2 (2)Entity Allocation 2 (2)
Multiple multicast group addresses to each entityMultiple multicast group addresses to each entity

position updatesposition updates
infrared datainfrared data

Information at a finer granularityInformation at a finer granularity
More accurate focus by group subscriptionsMore accurate focus by group subscriptions

NodesNodes need a way to learn about nearby entities need a way to learn about nearby entities 
Entity directory serviceEntity directory service tracks the current state of the entitiestracks the current state of the entities

entity entity transmitstransmits periodically stateperiodically state informationinformation
directory servers collect the information and provide it to directory servers collect the information and provide it to the entitiesthe entities
when requestedwhen requested

Beacon ServersBeacon Servers
BeaconBeacon
ServerServer

BeaconBeacon
ServerServer

BeaconBeacon
ServerServer

BeaconBeacon
ServerServer

DrawbacksDrawbacks
Consumes a large number of multicast addressesConsumes a large number of multicast addresses

Address Address collisionscollisions become quite probablebecome quite probable

Network routers have to process the corresponding large Network routers have to process the corresponding large 
number of join and leave requestsnumber of join and leave requests

Group search induces network trafficGroup search induces network traffic

Network cards can only support a limited number of Network cards can only support a limited number of 
simultaneous simultaneous subscriptionssubscriptions

too many subscriptions too many subscriptions ⇒⇒ ‘promiscuous’ mode‘promiscuous’ mode


